
2005�06�15 http://www.roflcaeks.biz/lol.html #1IwasopeningupmyalmostbrandnewDell600mlaptop,toreplaceabrokenPCMCIAslotriseronthemotherboard.AssoonasIgotthekeyboardoff,Inoticedasmallcablerunningfromthekeyboardconnectionunderneathapieceofmetalprotectingthemotherboard.

Ifigured"NoBigDeal",andcontinuedwiththedissasembly.ButwhenIgotthemetalpanelsoff,Isawasmallwhiteheatshink=wrappedpackage.Beingever=curious,Islicedtheheatshrinkopen.Ifoundalittlecircuitboardinside.

BeinganEEbytrade,thispiquedmycuriosityconsiderably.Ononesideoftheboard,oneAtmelAT45D041AfourmegabitFlashmemorychip.

Ontheotherside,oneMicrochipTechnologyPIC16F876ProgrammableInterruptController,alongwithalittleFairchildSemiconductorCD4066BCMquadbilateralswitch.
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Lookingfurther,Isawthattheotherendofthecablewasconnectedtotheintegratedethernetboard.Whatcouldthismean?IcalledDelltechsupportaboutit,andtheysaid,andIquote,"Theintregratedservicetagidentifieristhereforassistingcustomersintheeventoflostormisplacedpersonalinformation."Hethenhungup.Alittlemoreresearch,andIfoundthatthatboardsplicedinbetweenthekeyboardandtheethernetchipislittlemorethanaKeyghosthardwarekeylogger.ThereasonsDellwouldputthisinthierlaptopscanonlybeleftuptoyourimagination.Itwouldbeveryimpracticaltohand=anylzethelogs,andveryCPU=intensivetodosoonacomputerforeverypersonthatpurchasedadelllaptop.Whyarethesekeyloggershere?Irecentlyalmostfoundout.CallingDellback,theytoldmetocalltheDepartmentofHomelandSecurity.CallingtheDHS,theytoldmetosubmitaFreedomofInformationactrequesttothemwithmyquestions.AndIjustnowrecievedareply.
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